Attack Surface

The Attack Surface of a system is
the paths into and out of the
system and the code and data
along those paths.
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system,; red nodes appeared in stack traces
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%binaries 0.9% 48.4%

%flaws 14.9% 94 .6%

Attack Surface Approximation of Windows 8
and 8.1 in 2014. Shows percentage of binaries
seen in stack traces, and how many security
flaws were in those binaries [1].

Automated Attack Surface Approximation

3. Overlay security flaws; how
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4998 84% 72.1% 0.056 0.721
>= 30 1853 210 31%  53.7% 0.113 0.537

>= 140 969 162 1.6%  41.4% 0.167 0.414
All 59437 391 - - - -

Attack Surface Approximation of Mozilla Firefox in 2010-2012. The more appearances
on a stack trace, the more likely a file has a security flaw.
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